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MOHAMED AMER  HA IDER

Routing & Switching: OSPF, EIGRP, RIP
Network Devices: Routers, switches, firewalls
IT Support: Windows, Linux, macOS – troubleshooting hardware/software/network issues
Automation: Python & C++ for system and network automation
Cybersecurity: Pen testing, vulnerability assessments, custom security tools
Virtualization: VMware, VirtualBox, GNS3, Packet Tracer
Other Skills: Problem-solving, documentation, continuous learning

Cisco-certified network engineer with strong expertise in routing, switching and networking security. 
Skilled in Python and C++ for building automation tools and security tools for penetration testing.
Experienced in IT support, troubleshooting, and building secure, stable and scalable network
environments.

CCNA 200-301 Certification
TOT (Training Of Trainers) Certification
B.Sc. in Computer Engineering (Specialization: Network and Telecommunication Engineering)
Google IT Support

NETWORK AND IT SUPPORT ENGINEER

CERTIFICATIONS

CORE SKILLS

Python Reverse Shell & Encrypted File Transfer: Demonstrates secure automation, system
interaction, encrypted data handling and remote command execution in controlled environments.

C++ TCP Client – File Transfer: Shows advanced network programming, file handling and
controlled remote command execution techniques for testing and educational purposes.

Python High-Level Encryption Tool: Enables secure directory encryption for safe personal backups,
demonstrating encryption techniques without exposing sensitive or malicious functionality.

Real-time Spoofer Detector: A real-time ARP spoofing detection tool that monitors the local
network and alerts administrators of potential MITM attacks.

(Projects available on GitHub Link above) 

PROJECTS (GITHUB)

LANGUAGES

English: fluent (Reading, Writing and Speaking)
Arabic: Native


